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@ The study of terrorism has been an active field of research in
international relations since the early 1970s, with a considerable
increase in interest after 9/11.

@ An extensive review of the literature can be found in the book "The
Political Economy of Terrorism" by Enders and Sandler (2006).

@ The primary contributors have been political scientists, but they have
typically not applied economic or strategic modelling.

@ Recently, a growing number of researchers have applied game theory
to study terrorism, but important features are not modelled, such as:
o the military efficiency and the political power of countries fighting terror

o the benefit that countries obtain from cooperating against terror
e the change over time of terrorist resources, etc
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@ We analyze a two stage game where a transnational terrorist
organization interacts with an arbitrary number of countries.

e We distinguish between proactive measures (aggressively fighting
terrorism) and defensive measures (protecting against attacks).

@ Countries differ in the following parameters:

o The political and economic power.

e The effectiveness of the proactive measures.

e The benefit that each obtains from cooperating against terrorism.

o The value which they assign to the damage that can be inflicted on
them upon a successful terrorist attack.
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@ Both the terrorist organization and the countries act strategically:

e Countries can use both proactive and defensive measures against
terrorism.

o All countries use defensive measures but the group of countries
proactively fighting terror is determined endogenously.

o The terrorist organization allocates resources among all the countries
simultaneously.

@ We study the static game analytically and its dynamic version both
analytically and numerically.

@ In the multi-period game, the resources of the terrorist change over
time depending on its success and the group of countries proactively
fighting terror changes accordingly.
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The Static Model

@ There are n countries. The set of countries is denoted by
N={1,2, .., n}.

@ There is a terror organization T with initial resources Ry.

@ There is a subset Ng C N which represents the group of countries
taking proactive measures against T.

@ The countries and T are engaged in a two stage game G (Np, Ry).
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The Static Model

First Stage of the Game

At the first stage of the game G (No, Ro):

@ Each country i € Ny chooses a proactive effort level x; to fight T,
where x; =0 if i &€ Np.

® The {xi};cy, are chosen simultaneously and independently. As a
result, the total resources of T are reduced from Ry to R, where

R=R R(),ZX,‘ <R0-

i€Np

@ The function R increases in Ry and decreases in }_jcp, X;-

Eva Carceles-Poveda and Yair Tauman Stony Brook, IAE & Stony Brook, Tel Aviv October 7, 2007 6 /59



The Static Model

Second Stage of the Game

At the second stage of the game G (N, Ry):

@ R becomes commonly known.
@ Each country i € N chooses a defensive effort level y;, which is the
monetary investment to protect the country against a terror attack.

@ Simultaneously, T allocates his total resources R among the N
countries by choosing {R;};., such that:

n
R = ZR,’, with R,' > 0.
i=1

@ Note that T may attack any country in N and not only the ones in
No.
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The Static Model

Damage

The damage that T can inflict on a country i € N is random with
mean
)\,’ =A (P,', R,',y,') .

@ P; measures the political and economic power of country i € N.

The function A is increasing in R; and P; and decreasing in y;.

@ The monetary value that country i € N assigns to a unit of damage
inflicted by T is denoted by v;.
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The Static Model

Benefits and Costs of Cooperating against Terror

@ The countries in Ny obtain a political /economic benefit from their
cooperation against T.

@ The benefit of i depends on the contribution x; to the total proactive
effort and is denoted by b; (x;). If No = {i}, then b; (x;) = 0.

@ The monetary cost for country i € Ny of providing a proactive effort
level of x; is denoted by ¢; (x;).
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The Static Model

Payoffs

@ The expected payoff of country i € N is:

' _ [ bi(x) =i () —yi—viA (P, Riyi)  ifi€Ng
7T; (NO) o { Vi — V,')L (va Rivyi) ifi % NO

@ The expected payoff of T is the total expected damage it inflicts:
n
T = Z)\ (P,', R,-,y,-)
i=1

where R; >0, ¥ ; R = R and

R=R (RO, ) x,-)
i€Ng
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The Static Model

Functional Forms

@ To be able to explicitly characterize the subgame perfect equilibrium
(SPE) of G (No, Ry), we choose the following functions:

R(RO, ) x,-> = Ryexp (—e Zx,-),ezo

i€Ng i€Ng
AP R y) = —
Yi
1
ci(x) = 5%)9-2

bi (x;) = { b(SXi :}c-' %g i B% }
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The Static Model

Functional Forms

@ We start with the assumption that b; > 0 for all i € N. Later on, we
extend the analysis to allow for b; < 0.

@ With the above functional forms, the expected payoff functions are:

= PiR;
nr =
,-; Yi
i (No) = bix; — %’y,-xl2 — i viPiR; if i € Ny
i (Np) = p. .
' —y; — 4ER if i ¢ No
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Results for the Static Model

Subgame Perfect Equilibrium

Proposition 1. The game G (Ny, Ry) has a unique pure strategy SPE. It
is characterized by:

L v Lk]
0 x' = b; + % [X ZkeNo Tk
! Vi Pk

for all i € Ny, where x* uniquely solves:
LkeNy 7,

P 0.
e % _ x _ bk + e(ZkENO ﬁ)RO 5eXp<7%X*)
X = ZkeNo X = ZkGNo v, 5 \05
Yk <Zn 7/()
k=1 v,

o y.* _ PR’0 exp(—jx )

—————22 | € N. Therefore y’ =5
1 P
L () A

P;R , R: _
Q R = &pi’”)) i € N. Therefore 7 =
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Results for the Static Game

Subgame Perfect Equilibrium

In equilibrium,
5. Rr= U e
A 7
RS .
(T Opk)“ exp (—5x"), i €N
k=1

7. yp =25 e Nyande>0
bi— 2L ) xt — Ly (x¥)?+ 2 ifie N

1

6. Af = £

8. 7 (No) = W if i € N\No
k=1 v
P 0.5 05k € ¥
9. 1 (Zk 1 k) RO exp (—5x*)

— it — Pi
@ In what follows, we let B; = 7 and B =} e, e
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Results for the Static Game

Equilibrium Properties of the Expected Damage and the Strategies of Countries

Proposition 2.

Q@ 5> 0% > 0.9 <095 > 095 <0ifi ¢ Noand 35 > 0if
1 Vi Yi o
B,>§BOFWS271,/,16NO

.. . . ox] ox; ox;* ox*
Q Foralli,je Ny, k € N,_],k 7& B i O;av’ > O;aP‘.l_ > O;ﬁ <0

ax;

o >0,ab <O <0 > 058 >0

18,)/ 18,),

.. . .y’ dy; ay;* ay/ ay’ .
© For all l,jEN,j;él, v >O,av > 0:55 >0'aP <0i5r; >0

a/\
'Bv >0'8P >0'8P <O'8R > 0.
ay, ay: . i . aAT
Q Forallie Ny, 55 <0; 3 > 0; ab- <0; a7 > 0.

Q@ Forallie Nandj € No, 3 < 035 > 0: 53 < 05

.a,), ,a,)/
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Results for the Static Game

Equilibrium Properties of the Strategies of the Terrorist

Proposition 3.

@ Foralli,j €N, j#i 5 <0and %’j; > 0.

@ Forallij €N, j#i, 55 >0if B < }Band 55 <0.

@ Forall i € No, %2 < 0and forall i € N and j € No, 25 < 0.
i J
aR? IR’

97; 97,

Q Foralli € N,

> 0 and for all i € N and j € N, > 0.

Eva Carceles-Poveda and Yair Tauman Stony Brook, IAE & Stony Brook, Tel Aviv

October 7, 2007



Results for the Static Game

Equilibrium Properties of the Payoffs of Countries

In what follows, we let 777 = 7t} (Np).

Proposition 4.

Q@ Foralli,j € Nandj#i 5% <0and 57 <0.

Vi

[~ %

@ Foralli,j € Nandj#i, 55 <0and 55 > 0.

o™ . . . . ot
b, >0;ForaII/€N,J€No,/7éJ,a—bj’,>0.

@ Foralli e Ny
@ The payoff of i € N depends on 7; as follows:

o SL<0if B> 3B
o If Bj < 1B 3 Rysit. ?;; < 0if Ry < Ry and ‘3’; > 0if Ry > Ry.
o Foreveryie N,je Ny, j+#i, %:7 < 0.

J
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Results for the Static Game

Summary of the Equilibrium Properties

1 ‘ x* o xF XJ* yi yj* R R J* AS )t;-k us 7rj* % % f(—’:

Vi [+ + + + + - + - + - - — + #

Pilss + — + — % — + — — + 4+ — +

bi |+ + - - - - — — — 4+ + 0 0 +

Yil- - + + 4+ 4+ 4+ + 4+ % - 0 0 -

Rel+ + + + + + + + + — — 0 0 0
%1 + if % A

*3If/¢N0 <0If/€N0 >0|fB> BOI’V’<2,Y’VIJ€N0.

xq + iff B < jB and Ry is sufﬁaently large. Otherwise 37’. < 0.

@ Next, we explain the results of the propositions and we provide
numerical examples with N = 2.
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Results for the Static Game

A Change in the Initial Resources of the Terrorist

@ In the numerical examples, i € Ny whenever we refer to x;, b; and ;. Also,
Pi=1,P,=2vi=179=1b=01€e=01 Ryp=1

@ An increase in Ryp:

o Increases the proactive (x,- T, x; T) and defensive (y,- T,y T) efforts of
all countries .

o In spite of this counterterrorist reaction, the expected damage increases
and the expected payoff decreases for every country.

e The available resources of T go up and so does his payoff.

@ Hence, a more powerful terrorist decreases the benefit of all countries.
Ry R R Ra v y2 X1 X2 X U

1 0.963 0.321 0.642 0.566 1.133 0.156 0.213 0.37 1.70
5 4720 1573 3.146 1254 2508 0.225 0.350 0.57 3.76
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Results for the Static Game

A Change in the Damage Valuation

@ An increase in v;:

o Increases the efforts of i, (x; T, y; 1), causing a significant shift of
terrorist resources from i to j (R,- LR T) In turn, j considerably

increases the defensive effort (yj T) and also the proactive effort (Xj T)
to reduce the power of T.

e The shift in resources increases the expected damage for j and
decreases it for i, while the payoff decreases for all countries (v;A; T).

e Since the total proactive effort x is higher, the resources of T go down.
Further, the terrorist payoff 711 decreases.

o Consistent with evidence that higher defensive efforts by a country
divert attacks to softer targets: Enders and Sandler (93, 04, 05).

v v R R Ry yi y2 X1 X2 X Uss
1 1 0.963 0.321 0.642 0566 1.133 0.156 0.213 0.37 1.70
1 5 0.956 0.683 0.273 0.826 1.652 0.182 0.265 0.44 1.15
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Results for the Static Game

A Change in the Power

@ An increase in P;:

o Increases the proactive and the defensive effort of i, (x; T, y; T) as

. . : R;
well as the relative resources that T allocates to i (% T.81)

e In anticipation, j free rides on i by decreasing his proactive effort
(xj |) and he also decreases his defensive effort (y; |).

e The shift in resources increases the expected damage of / and
decreases it for j, while the opposite happens to the payoffs.

@ This is consistent with evidence that more powerful countries exert
bigger proactive efforts and other countries free ride.

P P R R Ry %1 2 X1 X2 X T
1 2 0.963 0.321 0.642 0566 1.133 0.156 0.213 0.37 1.70
1 5 0.957 0.159 0.797 0.399 1.996 0.139 0.299 043 2.39
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Results for the Static Game

A Change in the Efficiency of the Proactive Measures

@ An increase in v; (i is less efficient externally):

o Decreases the proactive effort of i (x; |), which is substituted with a
higher defensive effort (y; 7). To compensate, the other countries
increase their proactive effort (xj T) so that i free rides on them.

e The total proactive effort x decreases, and this increases the available
resources of T, who allocates more to each country (R,- T.R; T) This
induces an increase in the defensive effort of j (y; 1).

o The expected damage increases for all countries. The payoff of j
decreases and the payoff of T increases.

o If B < %B and Ry is sufficiently large, the total proactive cost of i
decreases and the payoff of i increases even though he becomes
less efficient. Otherwise, the payoff of i/ decreases.

1 712 R Ry Ry y1 ¥2 x1 X0 X T
1 1 0.963 0.321 0.642 0566 1.133 0.156 0.213 0.37 1.70
1 5 0.980 0.326 0.653 0571 1.143 0.157 0.042 0.20 1.71
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Results for the Static Game

Why can a country benefit from being less efficient?

@ A per unit increase in 7y;:

e Has a direct effect on the cost %')/,-x,-2 that is equal to %x?
e Has an indirect effect on the cost of yixi%. If x; is sufficiently large,
aX,‘ _ B*B,‘ Xi

-~ . B-B 1
3y = By and the indirect cost effect is _Txiz' If B; < 5B,
2

this effect is proportional to x:.
e Has a direct effect on the benefit b;x; that is equal to b,-g—,’;"_. If x; is
sufficiently large, this is of the magnitude of a term that is linear in X;.
e Decreases the total proactive effort and increases the resources of T,
but the decrease in x approaches a constant when Xx; increases
indefinitely.

e If x; is very large, the quadratic cost saving effect (x; |) outweights

the two other negative effects and g:{' > 0.

@ Since x; increases indefinitely with Ry, if B; < %B and Ry is

87'[;
y a,yl > 0

sufficiently large
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Results for the Static Game

A Change in the Benefit of Cooperation

@ An increase in b;:

@ Increases the proactive effort of i and decreases the proactive efforts of
the other countries, who free ride on i (x; T,x; |).

e The total proactive effort x increases (first order effect) and the
available resources of T decrease. Hence, all countries decrease their
defensive efforts (y; |, yj |).

e The expected damage decreases and the payoff increases for every
country, while the payoff of T declines.

@ Hence, an increase in the benefit from cooperation of a country
benefits all countries.

by b R Ry Ry "1 2 X1 X2 X T
1 1 0.963 0.321 0.642 0566 1.133 0.156 0.213 0.37 1.70
1 5 0.926 0.308 0.617 0555 1.111 0.155 0611 0.76 1.66
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Results for the Static Game

The Expected Damage on Countries

Proposition 5. The expected damage that T inflicts on i € N

@ Decreases to zero if one of the following is true: (i) v; increases
indefinitely; (ii) vy; for any j € Ny decreases to zero; (iii) b; for any
Jj € Ny increases indefinitely.

@ Increases indefinitely if one of the following is true: (v) Ry increases
indefinitely; (vi) P; increases indefinitely.
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Results for the Static Game

Sustainable Cooperating Groups

@ In what follows, we allow for b; < 0 for some or all i € N. Note that
a country i with b; < 0 may still have an incentive to proactively fight
T if either P; or v; are sufficiently large or «y; is sufficiently small.

@ To deal with this case, we denote by X; (Np) the solution of the first
order equilibrium conditions, namely,

Bi [x (No) — A (No)]

xi (No) = Aj 1
X ( 0) + B(No) (1)
where X (Np) is the unique solution x of
€B (Np) R§® exp (—5x
X:A(No)+ ( 0) 0 p( 2 ) (2)

C(N)*®

o Clearly, if X; (Np) > 0 for all i € Ny, then x* (No) = X; (Np) for all
i € Np, but X; (Np) may be negative.
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Results for the Static Game

Sustainable Cooperating Groups

Proposition 6. Let Ny # ¢ be a subset of N and let k € N\ Ny and
N§ = No + k. Suppose that X (Ng) > 0. Then, for all i € Ny,
Q X (N}) >x(Ng).
@ Xx; (Ng) <X (No) and y; (Ng) < y; (No)-
Q@ A (N)) < A; (No), 75 (N§) > 7t (No) and 7tr (N§) < 77 (No).
Q All the inequalities above are strict if X (Nj) > 0.

© All the inequalities in (1)-(3) are reversed if X, (N}) < 0 and they are
strict if X, (N§) < 0.
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Results for the Static Game

Sustainable Cooperating Groups

Definition (Sustainability): A non-empty subset Ny of N is sustainable iff
Q 7tF (No) > 7t (No\ i) for all i € Ny
Q 7t (No) > 7ty (No + k) for all k & No

@ This implies that N is sustainable if no country in Ny benefits from
leaving and no country outside Ny benefits from joining Np.

Proposition 7.
© There exists a sustainable set Ny where for all i € N,
X;‘< (No) =X (No) > 0.
@ Suppose that b; > 0 for all i € N. Then, Ny = N is the only
sustainable set.

@ If N\ is sustainable, then Proposition 6 applies to the equilibrium
outcome, namely it holds with * replacing ~.
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Results for the Static Game

Proof of Proposition 7

@ The proof of Proposition 7 is constructive and uses Lemmas A and B.

o Lemma A. Let Ny C N, i € Ny and k & Ny. Then, (1) if
Xk (No + k) > 0 and x; (Np + k) < 0 and at least one inequality is
strict, then :‘% > %; (2) if X (No + k) <0 and x; (N + k) > 0 and
at least one inequality is strict, then g—f{ < %.

o Proof of Lemma A. (1) By the equilibrium first order conditions,

B; [%(NO + k) —A(NO + k)]

xi (Ng+ k) = A <
Xi (No + k) + B(No T k) 0
~ By [%(No—{—k)—A(No—l—k)]

No+k) = A
Xk (No + k) « + B (No+ k) >0
A _ b %(No+k)—A(No+k Ac b
Therefore, —g=-% > [x( OB()V0+S<)O )l S _7,; _ _?i' The

proof of part (2) is similar.l
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Results for the Static Game

Proof of Proposition 7

e Lemma B. Suppose that 2 PP > > b" Let l<m< k< n.
If Xm (1,2,...,m) <0, thenxk(12 —1k)§0.
@ Proof of Lemma B.
o Claim. X, (1,2,...,m, k) < 0. Otherwise, if X, (1,2, ..., m, k) > 0, then
by part (2) of Proposition 6, Xm (1,2,...,m k) <X, (1,2,....,m) <0.
By Lemma A, bk > p2, a contradlctlon
e Suppose to the contrary that X, (1,2,...,m—1,k) > 0. Then,
Xm (1,2,...,m, k) > 0. Otherwise, by part (5) of Proposition 6,
0>X(1,2,..m k) > X (1,2,....,m—1, k), a contradiction.
o Applying again part (2) of Proposition 6, we have that
X (1,2,...,m k) > X (1,2,...,m—1,k) > 0 and this contradicts the
claim.
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Results for the Static Game

Proof of Proposition 7

@ Without loss of generality assume that b1 > 3 b2 > .. > %
o First. Let NO,l = {1}

o If X (1,2) <0, then by Lemma B X (1, k) <0 forall 1 < k < n and
Np,1 is sustainable (recall that by = 0 if [Ng| = 1 and hence

% (1) = x5 (1) > 0).

o Otherwise, let Npo = {1,2}. By Lemma A, X3 (1,2) > 0. If
x3(1,2,3) <0, then by Lemma B Nj 2 is sustainable. Otherwise, if
%3 (1,2,3) > 0, then by Lemma A, % (1,2,3) > 0 and X (1,2,3) > 0.

o There is a unique 1 < m < n such that X, (1,2,...,m) > 0 and
Xm+1 (1,2,...,m+1) <0. The sustainable set is {1, 2, ..., m}.

@ Second. Suppose that b; > 0 for all i € N. In this case, for every
No C N and k & Ny, Xk (No + k) > 0, implying that
7ty (No + k) > i (Ng) and Ny is therefore not sustainable.ll
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Numerical Example with N=5

The Sustainable Cooperating Group

’ Proactive Effort with N =5, p = 0.01 and different Ry ‘

’ Country v; 7; b; P Rh=1 Ry=10 Ry;=100 Ry =900 ‘
1 1 1 01 1 0.14 0.23 0.52 1.20
2 1 1 -01 1 0 0.03 0.32 1.00
3 1 1 -02 1 0 0 0.22 0.90
4 1 1 -05 1 0 0 0 0.60
5 1 1 -1 1 0 0 0 0.10

@ Countries with a negative b; might find it beneficial to join the cooperating
group if the terrorist is sufficiently powerful.
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Numerical Example with N=5

The Sustainable Cooperating Group

] Proactive Effort with N =5, Ry = 5, p = 0.01 and different € \
b; Pi €=005 e€=01 =011 =02

’ Country v; 7;
1 1 1 0.1 1 0.14 0.19 0.20 0.28
2 1 1 -001 1 0.03 0.08 0.09 0.17
3 1 1 -005 1 0 0.04 0.05 0.13
4 1 1 -01 1 0 0 0.007 0.08
5 1 1 -015 1 0 0 0 0.03

@ Countries with a negative b; might find it beneficial to join the cooperating
group if their proactive effort reduces the resources of the terrorist effectively.
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Numerical Example with N=5

The Sustainable Cooperating Group

y External Effort with N =5, p = 0.01 \

’ Country v; Yi b; P X P; Xj ‘
1 1 1 01 1 014 1 0.10
2 1 1 -01 1 0 1 0
3 1 1 -02 1 O 100 0.19
4 1 1 -05 1 O 200 0.28
5 1 1 -1 1 0 300 0.17

@ A change in the power (P;) of a country affects the sustainable cooperating
group.

@ For example, a country i that has a lower benefit from cooperation than
country j (b; < b < O) might join Ny (while j stays out) if it is more
powerful than j (P; > Pj).
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The Dynamic Game with M Periods

First and Second Stage of Period One

@ In the M period game, the resources of T evolve as follows. At the
first stage of period 1, the resources are equal to Ry 1. Let Ny 1 be a
sustainable set of countries.

@ The countries in Np 1 attack T with efforts {x,-,l}l-e,vm, chosen
simultaneously and independently, and the resources of T reduce to:

n = Ro’1 exp(—e Z X,"l)

i€Np,1

@ At the second stage of period 1, T allocates r; so that
n= 27:11 Ri1, where R; 1 are the resources allocated to country
i € N and R; 11 are the resources kept for future use.

@ Simultaneously with T, the countries choose defensive levels
{y:',l},-eN in an attempt to avoid successful terrorist attacks.
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The Dynamic Game with M Periods

Damage Realization

@ We let D;; be the random variable that measures the degree of
damage to country i € N and we let d;; be the realization of D; ;
@ We assume that

o D; 1 takes integer values

e (Dj1);_; are mutually independent
e Dj1 ~ Poisson (A1), where

PiR: 1
Aip = E(Dj1) = —

Yin

@ d;; = 0 means that T fails to successfully attack country i € N.
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The Dynamic Game with M Periods

First and Second Stage of Period Two
@ At the beginning of the second period, the resources of T are:
n
Rio=rn+p)_ di
i=1

where p > 0 is a constant fraction of the actual damage. Let Ny be
a sustainable set of countries with respect to Rp 2.

@ The countries in Np 2 attack T with proactive efforts {x;}

. t
I€N0’2 a
the first stage of period 2, reducing his resources to

r = R()’Q exp(—e Z X,'vz)
i€Np,2

@ At the second stage of period 2, T allocates r, = Zf’ill Ri > and the
countries choose {y;j2},.y simultaneously.
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The Dynamic Game with M Periods

Evolution of Terrorist Resources

@ The previous process continues every period. The resources of T at
the beginning of period m+1, for 1 < m < M — 1, are thus equal to:

n
Romi1=rm+p)_ dim
i=1
and a sustainable set Ny , is generated.
@ In addition, we have that

rm = Ro,m exp(—e 2 Xi,m)
iGNo’m

where r,, = Zfill Rim and Y/'; Rim is the sum of resources

allocated by T to the countries in period m.
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The Dynamic Game with M Periods

e We let G (Np, Ry) be the static game in which Ry is the initial
resource of T. Further, we let Gy, (No,m, Ro.m) be the interaction of
T and the countries in N in period m.

@ The dynamic game Gy is defined to be the game where the players
interact as in G, (No,m, Ro,m) in every period m, 1 < m < M.

@ In such a game, the strategies may be quite sophisticated:

e T could find it optimal in some periods to leave part of the resources
for future use.

o T or the countries may not find it optimal to play every period the
equilibrium strategies of the static game G (Ng m, Ro.m) -

@ However, if the damages to the countries follow a Poisson
distribution, the equilibrium dynamic strategies are the equilibrium
static strategies.
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The Dynamic Game with M Periods

Dynamic Subgame Perfect Equilibrium

o Proposition 8: The dynamic game Gy, has a unique subgame perfect
equilibrium. In every period 1 < m < M,
o T behaves myopically and it allocates all its resources rp, to maximize
its expected payoff in G (N, Ry m)-
e Similarly, each country chooses its proactive and defensive efforts
according to the equilibrium actions in G (N, Ry, m).

@ In what follows, we report numerical results of the dynamic game.
The graphs are for a given simulation but the results in the Tables
report averages over many simulations.
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Numerical Example with N=2

Symmetric Case-Example 1

Ry=005€e=01v =17 =1b=035P =1 p=001

Acuial Damage io Country 1 Internal Effort of country 1

025
02
0.15
01
0.05
i W I I
0 50 100 150 200 250 300 350 400 450 500 0 100 200 300 400 500
Resources of T External Effort of country 1
o. 038
01
008 0.37
006
004 0.36
002
0.35
0 50 100 150 200 250 300 350 400 450 500 0 100 200 300 400 500

@ In this example, the countries and the terrorist coexist.
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Numerical Example with N=2

Symmetric Case-Example 2

Ry =005€e=01v =3 =1b=035P =1 p =001

Internal Effort of country 1

X sowalDamage o County 1 04
05 03
06
02
04
01
02
0
0 S0 100 10 200 250 300 350 400 450 500 0 100 200 300 200 500
Resources of External Effort of country 1
005 0.38
004
037
003
002 0.3
001
035
0 S0 100 10 200 250 300 350 400 40 500 0 100 200 300 200 500

@ The damage valuation is higher and the terrorist is defeated.
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Numerical Example with N=2

Symmetric Case-Example 3

Ro =0.05,e =0.01,v; =1,7,=1,b;=0.35P; =1, p=0.01

Acwal Damage to Country 1 Internal Effort of country 1

I |
0 100 200 300 400 500 600 700 800 900 1000 ) 200 400 600 800 1000

External Effort of country 1

3 0365
2 036
1 0355

@ The proactive effort is not effective in reducing the resources of the
terrorist, who defeats the countries.
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Numerical Example with N=2

Asymmetric Case-Example 4

vi =5,7, = (10,4), b = (0.15,0.1), P; = (0.1,0.6), Ry = 0.5

Expected Damage to to Country 1 05 Resources of T
2
045
e 04
1 035
05 0 100 200 300 400 500
rel
0 008
0 100 200 300 400 500
006
Sucessful Attacks to Country 2
004
0 100 200 300 400 500
re2
04
03
02
0 100 200 300 400 500

@ Country 1 (US) benefits less from cooperation and it is 6 times more
powerful and 2.5 times militarly more efficient than 2 (Spain). We see
that 1 is allocated 6 times more resources by the terrorist than 2.

Eva Carceles-Poveda and Yair Tauman Stony Brook, IAE & Stony Brook, Tel Aviv October 7, 2007 44 / 59



Numerical Example with N=2

Asymmetric Case-Example 4

vi =5,7; = (10,4), bj = (0.15,0.1), P; = (0.1,0.6),Ry = 0.5

Defensive Effort of country 1 Proactive Effort of country 1
02 T T T 0017
019 00169
018 00168
017 0.0167
016 00166
015 00165
0 100 20 300 400 500 0 100 200 300 400 500
Defensive Effort of country 2 Proactive Effort of country 2
115 0054
11 00
105
005
1
0.95 0.048
0.9, 0.046
0 100 200 300 400 500 0 100 200 200 400 500

@ The US exerts six times more defensive effort and about three times
more proactive effort than Spain.
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Numerical Example with N=5

Asymmetric Case-Example 5

vi=1 P =1 1v,=1 b ={01-01-02 —05, —1}

Evolution of RO

Number of Countries in Cooperating Group

160 6
140
0 Sl
120F
4k
100
3l
sof
2
60|
40+ 1
20 0
2 4 6 8§ 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Time Time

o At t =1, Np1 = {1,2} but as the resources of T increase over time,
more countries join the cooperating group, Nooo = {1,2,3,4}.
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Numerical Examples

Effects of a Change in the Damage Valuation

vi v R Ry %1 ¥2 X1 X2 d >

1 0.5 0.194 0.777 0417 0.834 0.141 0.183 042 1.67
1 1 0.236 0.473 0.443 0.886 0.144 0.188 0.46 0.89
1 5 0.327 0.131 0.489 0.979 0.149 0.198 053 0.19
1
1

10 0368 0.073 0520 1.040 0.152 0.204 051 0.09
100 0.392 0.007 0.520 1.041 0.152 0.204 0.53 0.01

PL=1P,=27,=10b=01e=01 p=001

@ As v; increases, all countries increase their defensive effort y; and their
proactive effort x;, decreasing the total resources of T.

@ As v; increases indefinitely, the resources that T allocates to / go to zero
and so does the realized damage d;.

@ If v; is sufficiently high for every country T is eventually defeated.
Otherwise, T coexists with the countries.
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Numerical Examples

Effects of a Change in the Political /Economic Power

PL P R Ry 1 2 X1 X2 d dr

1 0.1 0652 0.065 0.716 0.071 0.171 0.107 0.70 0.06
1 1 0.236 0.473 0.443 0.886 0.144 0.188 0.46 0.89
1 5 0.122 0.613 0.330 1.651 0.133 0.265 0.32 1.63
1
1

10 0.068 0.680 0.250 2502 0.125 0.350 0.22 2.52
20 0.037 0758 0.189 3.792 0.119 0.479 0.19 3.81
vi=1b=01,17,=1€=01, p=001

@ As P; increases, country i increases x; and y; and the terrorist allocates more
resources to i and less to j. In turn, country j decreases both x; and y;.

@ The realized damage and the resources of T increase, since T assigns more
resources to powerful countries and a successful attack on these countries
attracts more followers.
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Numerical Examples

Effects of a Change in the Efficiency of the Proactive Effort

T 7 R Ry Y1 ¥2 X1 X0 d do

1 0.5 0.142 0.285 0.329 0.659 0.133 0.331 0.35 0.70
1 1 0.236 0.473 0443 0886 0.144 0.188 0.46 0.89
1 5 0.494 0988 0.680 1360 0.168 0.047 0.71 1.36
1 10 0554 1.108 0.723 1446 0.172 0.024 0.71 145
1 50 0.601 1.203 0.756 1.512 0.175 0.005 0.74 1.49

Pi=1,P,=2 v, =1, b=01e=01, p=001

@ As «; increases, country j uses less x; and more y;. To compensate, country
J uses more X;.

@ The expected damage increases for both countries and this increases the
resources of T. Thus, j also uses more Y-

@ If v; is sufficiently low for at least one country, T is eventually defeated.
Otherwise, T coexists with the countries.
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Numerical Examples

Effects of a Change in the Benefit of Cooperating against Terror

by b Ry Ry Y1 ¥2 X| X2 d d>
0.1 0.01 0333 0.667 0550 1.099 0.155 0.120 0.56 1.04
0.1 0.1 0.236 0.473 0.443 0886 0.144 0.188 0.46 0.89
0.1 0.2 0.173 0.346 0.361 0.722 0.136 0.272 0.34 0.73
0.1 0.5 0.096 0.193 0.245 0.491 0.124 0.549 0.22 0.46
PL=1,P,=2 7, =1,vj=1€=01 p =001

@ As b increases, country i uses more x; and country j uses less x;.

@ In turn, this decreases the damage and the resources of T and all countries
decrease their defensive efforts y; and y;.

@ If b; is sufficiently high for at least one country, T is defeated. Otherwise, T
will coexist with the countries.
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Related Games

Colonel Blotto Games

@ In the first version of the Colonel Blotto game by Borel (1921):

e Each player divides one unit among several positions.
o Whoever assigns a higher quantity to a majority of positions wins.

@ In more popular versions by Read (1957, 1961) or Dresher (1961):

e There are n targets Ay, ..., Ay with values a; > a» >, ..., > a,.

o Blue has one attacking unit and Red has one defending unit which they
both allocate to the targets.

o If a target A; is undefended, it is destroyed and Blue gains a;. If a
defended target is attacked, Blue gains pa;, with p € (0, 1).

@ Blotto games are zero sum games and the solution is in general a
mixed strategy equilibrium.
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Related Games
Other Related Games

@ The literature on terrorism and game theory has studied issues as:

e Government concessions (mostly regarding hostages).

e The terrorists’s choice of a target,.
e The governments’ counterterrorist responses.

@ We mostly relate to the literature on counterterrorism.

@ The literature on counterterrorism:

o Mostly deals with 2 by 2 games with two countries (the terrorist is not
a strategic player): Lee (1988), Arce and Sandler (2003).
e Only recently analyzes extensive form games: Sandler and Siqueira

(2006) and Rosendorff and Sandler (2004).
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Related Games
Other Related Games

@ Sandler and Siqueira (2006): Study two versions where the terrorist is
not a strategic player and where two targets choose independently
defensive measures (version 1) or proactive measures (version 2):

o The measures determine the probability of successful attacks.
o The level of defensive and proactive measures is not optimal and it
depends on the magnitude of the externalities.

@ Rosendorff and Sandler (2004): Two player game where the
government chooses first the proactive effort and the terrorist chooses
then the type of attack (normal or a spectacular). They:

e Assume that proactive policies increase terrorist recruitment.
e Show that a country which either (i) values damage more or (ii) is
more powerful will exert more proactive efforts.
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Conclusions

Static Game

@ For a given country, the proactive effort against terror:

e Increases with its effectiveness, the valuation of the damage, the
political /economic power, the benefit from cooperation against terror
and the initial resources of the terrorist.

@ For a given country, the defensive effort:

o Increases with the valuation of the damage, the political /economic
power and the initial resources of the terrorist.

o Decreases with the benefit from cooperation against terror and the
effectiveness of the proactive effort.
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Conclusions

Static Game

@ The payoff of a country:

e Increases with the benefit from cooperating against terror.

o Decreases with the valuation of the damage and the political /economic
power.

e Increases with the effectiveness of the proactive effort if the initial
resources of the terrorist are not too large. Surprisingly, it decreases
with the effectiveness of the proactive effort provided that the initial
resources of T are large and the relative power or the country is less
than 50% of the total power.
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Conclusions

Static Game

@ The expected damage on a country:

o Increases with the initial resources of the terrorist and the
political /economic power.

o Decreases with the valuation of the damage, the benefit from
cooperation and the effectiveness of the proactive effort.

o Decreases to zero if one of the following increases indefinitely: the
valuation of the damage an attack can cause, the benefit of
cooperating and the effectiveness of the proactive effort against terror.

o Increases indefinitely if the initial resources of the terrorist increase
indefinitely.
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Conclusions

Static Game

@ A non-empty sustainable cooperating group exists wether or not some
or all the benefits from cooperation are negative.

o If the benefit from cooperation is positive, then the only sustainable
cooperating group is the set of all countries.
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Conclusions

Dynamic Game

@ In the dynamic game, the terrorist is defeated if any one of the
following is sufficiently large:
e The monetary valuation of the damage that T can cause for all
countries.

e The effectiveness of the proactive effort of some country.
e The benefit from cooperation of some country.

o If any of the above does not hold, the terrorist will coexist with the
countries.
@ The results of the static game regarding changes in power, military

efficiency, benefit from cooperation and damage valuation of the
countries also hold in the dynamic simulations.
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o Extend the analysis to the case where the benefit from cooperation
depends on the specific cooperating group.

@ Analyze the case in which the cooperating group of countries act as
one entity to achieve the first best and analyze if countries are over or
under investing in proactive and defensive efforts.
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